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AGENDA

* Recent Trends in Fraud — 2022 Report to the Nations
* COVID’s Impact on Fraud
* Fraud “War Stories”

« Ways to Mitigate the Risk

Occupational Fraud 2022:

A REPORT TO THE NATIONS®

©2022 Association of Certified Fraud Examiners, Inc.
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KEY FINDINGS
OUR STUDY COVERED:

Remains at 5%

CFEs estimate th Y 1 Median Loss:
UNTRIES ~ Organizations | — : Decrease: $7,000

Average Loss per Case:
Increase: $274,000

Asset Misappropriation
Still most common

/ U of frauds were
42 S Financial Statement Fraud
Decreased from 10%

& Median loss: $954,000

Never Changing

©2022 Association of Certified Fraud Examiners, Inc.

How does occupational fraud affect organizations in different industries?

Banking and financial services

| Government and public administration
Manufacturing

Health care

Energy

Retail

Insurance

Technology

Transportation and warehousing
Construction

Education

Information

Religious, charitable, or social services
Food service and hospitality

Real estate

Services (professional)

Arts, entertainment, and recreation
Agriculture, forestry, fishing, and hunting
Services (other)

Industry

Utilities
Wholesale trade
Mining
0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%
% of Cases
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How does occupational fraud affect organizations in different industries?

Real estate
Wholesale trade
Transportation and warehousing

Construction 2020 —_— 2022
Utilities
Manufacturing
o Government and Government anc
A ) Mining ke il o public administration
Agriculture, forestry, fishing, and hunting o foen o
Technology

Government and public administration

Insurance

MEDIAN LOSS —

$100,000 |22

Industry__

Services (professional)

Services (other)

Health care

Energy

Banking and financial services
Religious, charitable, or social services

50% Increase

Arts, entertainment, and recreation
Retail

Information

Education

Food service and hospitality

v
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$50,000 $100,000 $150,000 $200,000 $250,000 $300,000 $350,000 $400,000 $450,000 $500,000
Median Loss
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#1- Corruption
#2- Billing INDUSTRY
#3- (tie) Noncash & Payroll Sankig and marcil i R

Check and payment
Expense reimbursen
Financial statement fraud
Register disbursements

Cash larceny
Cash on hand
tampering
Corruption
Payroll
Skimming

Cases
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vernment and public

o
&%

5%

Manufacturing
Health care 6%
9%
Retail 0%
Insura 9%
Technology 6%
9%
8%
Education

9%

5%
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©2020 Association of Certified Fraud Examiners, Inc.

s 18 MONTHS
[N
LENGTH OF d
SCHEMES Check and payment tampering | S
) 18 MONTHS
Expense reimbursements | G
o 18 MONTHS
Financial statement roud | D
18 MONTHS
pPayroll | I
sunming | I TENONTFS
14 MONTHS
Cash larcery |
2 MONTHS
Cash on hand | I Ll
. 12 MONTHS
Comuption | GG
Noncasn | D TZONTES
1Z NMIUNTHS
Register disbursements | D
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OCCUPATIONAL FRAUD?

©2022 Association of Certified Fraud Examiners, Inc.

11

8 KEY WARNING SIGNS

)R BEsvioRL
RED FLAG

Q) |

©2022 Association of Certified Fraud Examiners, Inc.

FIG. 16 WHAT LEVELS OF GOVERNMENT ARE VICTIMIZED BY

. National: 46% ($200,000%)
@ State/provincial: 27% ($56,000%)
. Local: 25% (§125,000%)

) Other: 2% (N/AY)

*Dollar amounts are median loss. Median loss calculations
for categories with fewer than 10 cases were omitted.

FIG. 15 WHAT TYPES OF ORGANIZATIONS ARE 218,000
VICTIMIZED BY OCCUPATIONAL FRAUD?

$138,000
$120,000 $118,000
| 60,000
Private bl Government Nonprofit Other
company company
l W vedian toss

) Percent of cases

il V28 1 7288 U
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WHAT HAS THE PANDEMIC
DONE TO FRAUD?

(AND WHERE DO WE GO FROM HERE?)

CHANGE IN THE AMOUNT OF FRAUD UNCOVERED?

Over 50%

36%

About the same
level of fraud

31«

Slightly

more fraud

Source: The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton
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More Statistics on COVID

% of organizations have
uncovered more fraud
since the onset of the pandemic

/0 expect the level of fraud
impacting their organizations to
increase over the next year

Shifts in business operations and
changing consumer behaviors

are the top two risk factors

expected to impact the fraud risk
landscape in the coming year

The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton

15

JOB
UNCERTAINTY
DURING
COoVID

DID JOB UNCERTAINTY DURING
COVID CONTRIBUTE TO FRAUD?

These flve HR-related issues all involve a fraudster’s job
or compensation security. Al five 2

Fear of job loss

— 16°

Denied raise or promotion

I 1

Cut in pay

e
B e 0 N7

Imeoluntary cut in hours ]
- P~ * Although all cases in our study were
; investigated in 20202021, some of the

frauds may have predated COVID.
©2022 Association of Certified

Fraud Examiners, Inc.




TO WHAT EXTENT DID PANDEMIC-RELATED FACTORS
CONTRIBUTE TO OCCUPATIONAL FRAUDS?

Organizational staffing changes

Operational process changes

Internal control changes

Changes to strategic priorities

Technology challenges

Changes to anti-fraud program

Supply chain disruptions

@ Significant factor @ Moderate factor @ Slight factor ] Not a factor

©2022 Association of Certified Fraud Examiners, Inc.
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FRAUD RISK FACTORS SINCE ONSET OF THE PANDEMIC
Shift in business operations 37%

4/24/2022

Changes in regulations/ _
regulatory environment U b it LE
Supply chain disruptions 20% 28% 22%

Third- and fourth-party
relationships

18% 36% 26% 20%

0% 10% 20% 30% 40% ©B0% 60% 70% 80% Q0% 100%

Significant . Maderate Slight No

impact/influence impact/influence impact/influence impact/influence

Source: The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton
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EXPECTED CHANGE TO OVERALL FRAUD LEVEL

21%

Significant increase

50%

Slight increase

23%
5% No change

Slight decrease

%
2%
Sianificant decrease
Source: The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton

s

19

3
EXPECTED s e e

2 €
CHANGE IN Social engineering L45% L1 iZ% %é

2% ]

F RAU D Identity crime 3, 39% 23w ' 2%
RISKS OVER SI%

NEXT 1 2 Unemployment fraud 3% 25% I1"‘ 3
i o
29
2% 53
MONTHS —— wnf
2%
Frauds by vendors and sellers 23% 27w Iz%
o
24 2
Health care fraud 32% 30% |1* 'g
o
2% =
Insurance fraud 28y aT% 32w |1%
2%
Loan and bank fraud 2Ly 3b% IZ%
[
@
2% x g
[l 20
Bankruptey fraud 23% 40w IZ% & .€

o
®
|

€
Lo g o
32
Brbery and corruprion [ s |- <8
(2]
Source: The Next Normal: Preparing for 3 52

OFE. ot Thomtar . andseape : i _ I
F | stats it fraud 14 33% L7 3%
ACFE, Grant Thornton inanetal statement frau i *
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HOW BUSINESS ARE REACTING

0/ of organizations increased their budget for
L]

0 anti-fraud technology

for fiscal year 2021, making this the most commen

area for increased investment within anti-fraud programs

of orgqhizotions have already implemented

ot (yo one c:r more changes to their
anti-fraud programs
in response to the pandemic

Technological challenges are expected to affect
an increasing number of organizations’ anti-fraud programs

The most common pandemic-related
challenges facing anti-fraud programs
are changes to investigative processes
and changes in the control/operating
environment

The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton
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BUSINESSES ARE INVESTING MORE IN ANTI-FRAUD

Budgets for fiscal year 2021 compared to pre-pandemic years

Budgets for fiscal year 2022 compared to 2021

7% 9% 6% 5% 6% 3%
100% - Significant 12% 7% 6% 8% 6%
1% increase
90% 239 21% 21% 23%
80% 25y % 2 25% 29% 30% y
29, 35 324 ’
Sight
70% W% l increase
60%
50
% o o 5% Remain about 50%
% % 55%
40% Sy, 47% the same Sl 49
‘ 47% L45%
30% 7%
20% ' Sight
- I 95 13% decrease %
10w (05 9% 103 7o 75 8% 8% g
0% N e B e S I e
Significant
W 6% 8% L 9% 22% l e 3% il 5% 3% 5% 10%
Querallbudget  Rudgettor it Level af Budget for Budget for Overallbudget  Budget for Use of Level of Budget for Budget for
for ant-fraud ant-fraud fraud-related anti-fraud anti-fraud travel for o e fraud-related anti-fraud ot e for
Pregram tmchnelogy;  seanauhamaier staffing treiningand ianttfraud maff program technology  consultants or staffing trainingand  anti-fraud staff
other axtemal 5’23:555@7& other external professional
resources development
Source: The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton

22
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CLOSER LOOK
AT ANTI-

Budgets for fiscal year 2022 compared to 2021

100
FRAUD Dt i ey S
INVESTMENTS [ o | oo | o
i 35 324 *
70%
60%
50%
50%
40% % 5y,
u7% u5% e
30%
20% z
1%
10% - . -
Oy n— I — e —
3% ‘ 5% 3% 5% 10%
Overall budget Budgst for Use of Level of Budget for Budget for
for anti-fraud anti-fraud fraud-related anti-fraud anti-fraud travel for
program technalogy consultants or staffing training and anti-fraud staff
other external prefessional

Source: The Next Normal: Preparing for
a Post Pandemic Fraud Landscape,
ACFE, Grant Thornton

resources development

Significant
increase

Slight
increase

Remain abd
the same

Slight
decrease

Significant
decrease

FRAUD RISK FACTORS EXPECTED IN NEXT 12 MONTHS

Shift in business operations
Shift in consumer behavior 27% 154,
Changes in regulations/
regulatory environment 22% 17%
Supply chain disruptions 16% 20% 30% 26%
Stimulus programs 16% 19% 28v% 299,
Third- and fourth-party 0
Rrartiliaihs 17% 18% 34% 21%
0% 10% 20% 30% LO0% 50% 60% 70% 80% 90% 100%
Significant Moderate | Slight No

impact/influence impact/influence | impact/influence impact/influence

Source: The Next Normal: Preparing for a Post Pandemic Fraud Landscape, ACFE, Grant Thornton

24
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CHALLENGES
FACING ANTI-
FRAUD

Changes to the
control/operating environment

Uncertainty in how the pandemic has
shifted the fraud risk landscape

Changes to investigative processes IR, 60

47%

N 59
50%
I
43%

PROGRAMS

Technological challenges | 1+

47%

Bclancing fraud risk management
with pandemic-response activities

Challenges maintaining
data privacy/security

mitigate emerging threats

False positive alerts resulting from

controls or analytics based on

pre-pandemic behaviors

Source: The Next Normal: Preparing for
a Post Pandemic Fraud Landscape,

ACFE, Grant Thornton justice system

I 26%

I
29%
I 2
3L4%

Inability to proactively identify and NG 37

35%

Siloed operations lsading to [ IEEEEG_—_— 37

delayed pandemic-risk response 33%
Lack of updated training to understand [ RN 35
pandemic-related fraud risks 28%
Current
Operational changes to the fraud 30% challenge
risk management program 294,

Expect to remain

a challenge
22%

Changes in legal/criminal [ NN 2+

23%

Update/conduct internal
fraud awareness training

CHANGES TO
ANTI-FRAUD
PROGRAMS

Update/conduct a
fraud risk assessment

Make operational changes to the
fraud risk management program

Update/create a fraud risk
map or risk register

Conduct/expand due diligence for
third- and/or fourth-party relationships

Update/conduct external
fraud awareness training

None of the above

Source: The Next Normal: Preparing for
a Post Pandemic Fraud Landscape,
ACFE, Grant Thornton

Already
undertaken

I 46
L

Q%

I L3,
L7 %

I 37 s
L0

I 31
35%

I 31%
3L

A =

I 28
35%

I 19
18%

Plan to undertake
over the next 12 months

13
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Profile of Fraud Perpetrator

* No prior criminal history (5%)

* Well liked by co-workers

» Likes to give gifts/compulsive shopper
« Gambling problems not unusual

* Long-term employee

+ Rationalizes, starts small or “borrows”

* Lifestyle clues

©2022 Association of Certified Fraud Examiners, Inc.

Cash larceny

DEPARTMENT Cases

~
a2

N
~
L

Operations

Accounting

]
w
=]
H ﬁ Check and payment tampering
E ;_g EHE e

i & .. ﬁ E 'j;i': § Cash on hand

Executive/upper
management

£

]
&%

Sales

Customer service

Administrative support

Purchasing

Finance

Payroll

o
a2

13%

4%

6%

Register dishursements

2%

3%

5%

0%

3%

Skimming

2%

12%
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PERPETRATORS

» of occupational fra
butthey caused the largest losses

©2022 Association of Certified Fraud Examiners, Inc.

1alf of all occupational frauds
came from these four departments:

Operations 15"
Accounting ]2

Executive/upper | I"
management

Sales 1"

Only B*

of perpetrators had &
prior fraud conviction

More perpetrators are in roles with

HIGHER LEVELS

OFﬁyTHORITY 5%

.ﬁi Manager/executive/owner

2012 2014 2016 2018 2020 2022

RED FLAGS IN THE C-SUITE

These 5 red flags were much more common among owner/executives

 23*
il I g™

N 42%
7

Control issues 9

- 13*
"Wheeler-dealer" attitude (i
I | 1*
UITR: g

Excessive pressure from
‘within organization

I Non-Owner/executive

30

. &7 HOW DOES THE PERPETRATOR'S LEVEL OF AUTHORITY RELATE
TO DCCUPATIONAL FRAUD IN THE UNITED STATES AND CANADA?

§331.000

122,000
$50,000 I
Dhen

Employ=e Manager A"CJ[I\E‘

_
H

©2022 Association of Certified Fraud Examiners, Inc.
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HOW DO PERPETRATORS CONCEAL THEIR FRAUDS?

Ex i
Ing and p New Category
in 2022

J ;

Created fraudulent Altered physical Created fraudulent Altered electronic )

physical documents documents electronic documents documents or files physical documents
of files

4 M
|

/0 of cases did not involve any attempts to conceal the fraud

©2022 Association of Certified Fraud Examiners, Inc
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CONCEALMENT BY POSITION

04

gl

ew Category
7 o of managers CREI&TED 2022

D , : fraudulent evidence.

involved a volved concealment
the creation of L methods affecting physical
fraudulent evidence L and electronic evidence.

Both physical and

electronic evidence - 3
Electronic evidence - ¥l
Physical evidence . 18

©2022 Association of Certified Fraud Examiners, Inc
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Median loss

|5 percentage of
but the gap in

2022

- Male @ — Female

©2022 Association of Certified Fraud Examiners, Inc.

CORRUPTION ON THE RISE

The perceniage of cases
involving CORRUPTION

isontheRISE

3w 20 ol
N —
I || sengam

2012

i
are COLLABORATING

©2022 Association of Certified Fraud Examiners, Inc.

34

17



©2022 Association of Certified Fraud Examiners, Inc.

CASE RESULTS

2885 MOCNT RaCE 28848

b1 hg" 66" 00’

of perpetrators were of cases were referred to of cases referred to law enforcement of organizations that didn't refer cases to law
terminated by their employers law enforcement resulted in a conviction enforcement cited internal discipline as the reason

CRIMINAL REFERRALS

Fewer organizations
are pursuing

CRIMINAL
PROSECUTION,

but more are taking

3 Pleaded guilty/no contest
against the perpetrator.

@ Criminal action @mm» Civil action ) 2%

Convicted at trial
1%
Declined prosecution

ﬁ 10%

Acquitted

4/24/2022

35

DETECTION IS QUICKER IN LAST 10 YEARS

A DECADE OF OCCUPATIONAL FRAUD: TRENDS FROM 2012-2022

12 MONTHS ||
Frauds are being
caught FASTER

and causing
SMALLER losses.

Median losses down

Median duration down

(iT4
‘y 3 3 40
2014 2016 2018 2020

@ —— Median duration ®—— Median loss

©2022 Association of Certified Fraud Examiners, Inc.
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(Tip 4%% |
\— J

Internal audit

P =

Management review 12%

DETECTION

Organizations with hotlines are more

D t inati :
SEUNCIT SKANTRNOn B likely to detect fraud BY TIP

By accident

g%
® - With A B Without
éccount reconciliation 5% hotlines 3‘] o] hotlines

Automated transaction/data monitoring

@ L

Percent of cases detected by tip

External audit 4%
?urve[liance/momtormg %
Notification by law enforcement 0%
Confession
N 1%
v
Other

©2022 Association of Certified 1%

Fraud Examiners, Inc.

By accident

DETECTION (G
METHOD

Notification by law enforcement

Confession

ORGANIZATIONS WITHUT HOTLINES ARE MORE LIKELY
to discover fraud through an external audit and nearly 2X more likely by accident

External audit By accident

g e

Surveillance/monitoring

W 550,000

Potentially active or
passive detection method

©2022 Association of Certified & MONTHS (A
Fraud Examiners, Inc. Automated transaction/data monitoring

@ Active detection method

38
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Fraud losses were

g EESE® $100,000
wotunes | UM | 2X HIGHER T popmmy gt

had hotlines at organizations without hotlines

Organizations with hotlines
likely to detect fraud B

are especiélly
likely to detect occupational fraud by tip

With
ROl 31

<100 employees

Percent of cases detecte

2022
100+ employees 2018 2020

©2022 Association of Certified
Fraud Examiners, Inc.

Telephone hotline

HOTLINES

Email

HOW
REPORTED

Web-based/online form

Mailed letter/form

Other

Fax

2016 2018 2020 2022

©2022 Association of Certified
Fraud Examiners, Inc.
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Direct supervisor

xecutive

WITHOUT A pusi B
H OTLI N E Internal audit 12%

Fraud investigation team

WHERE
REPORTED .|

Board or audit committee
L ®
Owner
— ¥
Coworker
L =
Law enforcement or regulator g ]
Human resources
Ey =
%ou%e counsel 3
External audit

1%

©2022 Association of Certified
Fraud Examiners, Inc.

FIG. B6 WHAT ANTI-FRAUD CONTROLS ARE THE MOST COMMON
IN THE UNITED STATES AND CANADA?
Control Percent of cases
OT H E R Passive Code of conduct 74%
AN TI = Medium  External audit of financial statements 72%
F RAU D Passive  Employee support programs 66%
Active Internal audit department 66%
M EAS U RES Medium Management certification of financial statements 65%
Medium  External audit of internal controls over financial reporting 63%
Medium  Hotline 63%
Active Management review 63%
Passive  |ndependent audit committee 56%
Passive  Fraud training for employees 55%
Passive  Fraud training for managers/executives 55%
Passive  pnti-fraud policy 51%
Active Proactive data monitoring/analysis 43%
Active Formal fraud risk assessments 42%
Active Dedicated fraud department, function, or team 41%
Active Surprise audits 35%
Medium  Job rotation/mandatory vacation 20%
Passive Rewards for whistleblowers 14%
©2022 Association of Certified
Fraud Examiners, Inc.
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How Can You Catch This?

« Compare carbon copy deposit slip to
cleared deposit slip from bank statement

.

ENRR D
o T, lf;b
i

How YOU Could Catch This

» Compare tiny check images to general ledger listing of checks
* Is check there?

» Payee the same?

* Amount the same? A I | v -
7 e i | Bl
ey TOBORRODNN : ____________ cons KDY
L] M Vi L) 0880
Al b :". L. g
R e B —
et At JOGDOMOU00. ., sl o U000

4/24/2022
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CONSIDER A/R COMPLAINT CALLS

* A/R Clerk or A/R Manager is assigned to take
complaint calls

* i.e. Why am | getting an invoice if I've already paid?
* Provided the ability to cover up issues

« CHANGE who receives these calls

» Look into it without A/R’s assistance

* MONITOR/LOG these calls.
« Pattern?

45

DATA ANALYTICS
BASICS

23
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Definitions
Big Data

Information of extreme size, diversity and complexity.

- Gartner, Inc.

Source: http://www.gartner.com/technology/topics/big-data.jsp

Data Analytics

...processes and activities designed to obtain and evaluate
data to extract useful information and answer strategic
questions...

47
Examples of Uses in Examinations
A t
Payable. FElE]
General Purchasing
Ledger Cards
48

24
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TEXTUAL ANALYTICS

Relationship
Mapping

Named
Entity
Extraction

Tone
Detection

Textual
Analytics

Digital Predictive
Forensics Coding

25
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Data Types

Unstructured
1970 2000 2010 2015

51

Growth and Types of Unstructured
Data

| H '\-
=
= " -
L= - =
cLoup
~— . STORAGE documents.

conacts A s

= tal k@ Unstructured

ssicq

] - tructured
1970 2000 2010 2022

26
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We are...

Communicative

l :

Social

||-- q: D)o -

OursOlu ? em\w““

w UK e gﬂ
‘ Ce \'ga\n#

2 e ""er@ ke

\
B - rambl b KBU\‘Q .

Emotional

53

Topic Maps and Themes

Financial Statement Fraud

“Normal” Finance Department

d”%]céggf_atedead“ne balance cannot
committee ﬂnanaal |
reconcile gt
re por Snuf—:-lnbaenrcse flnanC|aI I work budgetoutreporting
creative
bal N CQcleanup Stl‘ monkey

flnlsh ar’ecor]Cl |eaud|t ﬁnance
reporting k e

board
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Topic Maps and Themes

“Normal” Finance Department Financial Statement Fraud
directors dosli
generate caciine balance cannot
committee ﬂnanual |
reconcile t
re po r Snuﬂ,‘nbaenrcse financial work bUdgﬂoutreBortmg
bal cleanup stru Cidikey

finish reco Ci|eaudit ﬁnance

board ake
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Questions?

Julia Mast, CPA, CFE, ABV, CFF

Director
; \ BKD Forensics & Valuation Services
jmast@bkd.com
@juliamcpal/ 816.701.0262
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