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Disclaimer

The views expressed in this
presentation are my views and do not
necessarily align with the views of the

Virginia Board of Accountancy.

The ACFE/COSO Fraud Risk Management Guide: 2022 Edition

e A short history: COSO, internal control, enterprise risk
management, and fraud risk management

The big picture: principles, standards, and leading practices
FRMG overview

The 2022 Update Task Force

What has not changed

Major changes

Fraud risk management tools

Be part of the antifraud effort

dcotton@cottoncpa.com



In-person May 2023 PDT

A short history: COSO, internal control, enterprise risk
management, and fraud risk management

e 1985: Committee of Sponsoring Organizations of the Treadway
Commission
e 1987: Treadway Commission Report

e 1992: Internal Control—Integrated Framework

Very little emphasis on fraud

Focus was on:

* Economy and efficiency of operations,
including safeguarding of assets and
achievement of desired outcomes;

¢ Reliability of financial and management
reports; and

¢ Compliance with laws and regulations.
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A short history: COSO, internal control, enterprise risk management,
and fraud risk management

e 1985: Committee of Sponsoring Organizations of the Treadway
Commission

1987: Treadway Commission Report

1992: Internal Control—Integrated Framework

1992-2001: COSO IC Framework gained broad recognition
2002: SOX section 404 mandated establishing/reporting on IC
e 2002-2012: COSO IC Framework gained global recognition

A short history: COSO, internal control, enterprise risk management,
and fraud risk management

e 2004: COSO Enterprise Risk Management Framework

e 2013: COSO Internal Control—Integrated Framework
e Principle 8: Consider fraud when assessing risks
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A short history: COSO, internal control, enterprise risk management,
and fraud risk management

e 2004: COSO Enterprise Risk Management Framework

e 2013: COSO Internal Control—Integrated Framework
e Principle 8: Consider fraud when assessing risks

e 2014: ACFE/COSO Fraud Risk Management task force
e 2015: GAO Fraud Risk Management Framework
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A short history: COSO, internal control, enterprise risk management,
and fraud risk management

e 2004: COSO Enterprise Risk Management Framework

e 2013: COSO Internal Control—Integrated Framework
e Principle 8: Consider fraud when assessing risks

e 2014: ACFE/COSO Fraud Risk Management task force

e 2015: GAO Fraud Risk Management Framework

e 2016: ACFE/COSO Fraud Risk Management Guide
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A short history: COSO, internal control, enterprise risk management,
and fraud risk management

e 2004: COSO Enterprise Risk Management Framework

e 2013: COSO Internal Control—Integrated Framework
e Principle 8: Consider fraud when assessing risks

e 2014: ACFE/COSO Fraud Risk Management task force

e 2015: GAO Fraud Risk Management Framework

e 2016: ACFE/COSO Fraud Risk Management Guide

e 2017: COSO Enterprise Risk Management Framework—
Integrating with Strategy and Performance

12
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The big picture: principles, standards, and leading practices

‘ Private Sector ‘ ‘ Government ‘

Accounting Principles
Auditing Standards

Internal Control

Fraud Risk Management

Enterprise Risk Management
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The big picture: principles, standards, and leading practices

‘ Private Sector ‘ ‘ Government ‘

Accounting Principles
Auditing Standards

Internal Control

Fraud Risk Manage

Leading practices

Enterprise Risk Manageme|
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The big picture: principles, standards, and leading practices

‘ Private Sector ‘ ‘ Government ‘

Accounting Principles

Auditing Standards

Internal Control

Fraud Risk Management

Required by law

Enterprise Risk Management

15

2016 FRMG overview

Five fraud risk management principles

Maps to COSO IC Framework

Detailed information on performing a fraud risk assessment
19 Appendices

16

dcotton@cottoncpa.com




In-person May 2023 PDT

Joint ACFE-COSO Task Force

17

Joint ACFE-COSO Advisory Panel

18
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The 2022 Update Task Force

19

What has not changed

e Mapping to COSO IC Framework

20
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Mapping of COSO
Components and
Principles to the Fraud
Risk Management Guide

21

What has not changed

e Mapping to COSO IC Framework
¢ Five fraud risk management principles and the basic process

22
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Basic fraud risk management process has not changed

23

What has not changed

e Mapping to COSO IC Framework
¢ Five fraud risk management principles and the basic process
¢ The fraud risk assessment process

24
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Risk assessment process has not changed

Fraud Risk

Assessment

25

Let’s Look at the FRMG, Second Edition

¢ Hot off the presses

¢ Rolled out 2 May 2023
e Purchase at ACFE or
COSO

e Executive Summary
available at no charge

26
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Major changes

¢ Fraud risk management and deterrence linkage

e COSO'’s two frameworks and fraud risk management linkage
e Expanded information on data analytics

e Internal control and fraud risk management: how they differ
o Assessing the effectiveness of existing control procedures

¢ Changes in the legal and regulatory environment

¢ Fraud reporting systems (hotlines)

e Changes in the external environment and fraud landscape

¢ Appendices changes

¢ Fraud risk management tools

27

Fraud risk management and deterrence

e COSO’s mission is to help organizations improve performance
by developing thought leadership that enhances internal
control, risk management, governance and fraud deterrence.

e According to the National Institute of Justice:

e The certainty of being caught is a vastly more powerful deterrent
than the punishment.

e Police deter crime by increasing the perception that criminals will be
caught and punished.

28
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Fraud risk management and deterrence

Fraud deterrence is the combined result of prevention and
detection:

29
Fraud risk management and deterrence
e Deterrence is also supported and enhanced by the knowledge
throughout the organization that:
e Those charged with governance have made a commitment to
comprehensive fraud risk management.
e Periodic fraud risk assessments are being conducted.
e Overt and covert fraud control activities are in place.
e Suspected frauds are investigated quickly.
* Fraud reporting mechanisms are in place.
e Discovered frauds are remediated thoroughly.
e The entire Fraud Risk Management Program is being monitored on an
ongoing basis.
30
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COSO’s two frameworks and fraud risk management

e COSO Internal Control—Integrated Framework: 1992, 2013
e COSO Enterprise Risk Management Framework: 2004

e Enterprise Risk Management — Integrating with Strategy and
Performance: 2017

® Fraud Risk management Guide: 2016, 2023

31

COSO’s two frameworks and fraud risk management

32

dcotton@cottoncpa.com

16



In-person May 2023 PDT

Expanded information on data analytics

e Added a data analytics Point of Focus under each of the five
fraud risk management Principles:
1. Uses Data Analytics to Support Fraud Risk Governance

2. Uses Data Analytics Techniques for Fraud Risk Assessment and
Fraud Risk Responses

3. Uses Proactive Data Analytics Procedures
4. Performs Data Analytics

5. Uses Data Analytics to Continuously Monitor and Improve

33

Expanded information on data analytics

Expanded Data Analytics Appendices

¢ Appendix D-1 explains how to build a sustainable data analytics
capability, develop a data analytics plan, attract, and develop a
team of skilled professionals, acquire the right technological
solutions, and implement processes and procedures.

¢ Appendix D-2 provides both guidance and practical examples of
the application of data analytics techniques and approaches as part
of a fraud risk assessment.

¢ Appendix D-3 explains how data analytics techniques can enhance
fraud control activities to mitigate residual risks that were
identified during the fraud risk assessment.

34
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Internal control and fraud risk management

e Internal control and fraud risk management are related and
support each other, but are different in some important
respects.

e Controls that may assure accuracy in accounting and financial
reporting may not be sufficient to protect against fraud.

35

Fraud Risk

Assessment

VERY Important Step

36
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Internal control and fraud risk management

e Internal control and fraud risk management are related and
support each other, but are different in some important
respects.

e Controls that may assure accuracy in accounting and financial
reporting may not be sufficient to protect against fraud.

e Let’s look at some examples ...

37

Internal control and fraud risk management

e Segregation of Duties.

e Approved Vendor Lists.

¢ Higher Transaction Approval Authorities.
¢ Asset Verification Physical Counts.

38
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Overt Control Activity

Segregation of Duties

Do not let one person control all transaction phases

Good for accuracy in accounting and financial reporting

BUT, in assessing fraud risk, we need to consider how that control
can be circumvented or rendered ineffective

e Collusion among the people across whom duties are segregated
e Password-sharing
e |.e., residual fraud risk

Let’s apply additional controls to mitigate the residual risk

e Frequently rotate the duties Covert Control ACVIYY
39

e Monitor password use and attendance

39
Approved Vendor List Overt Control Activity
e We only do business with reputable companies that have been thoroughly
vetted
e Good for accuracy in accounting and financial reporting
e BUT, in assessing fraud risk, we need to consider how that control can be
circumvented or rendered ineffective
e Employee gains access to vendor database and adds bogus company
e Corrupt vendor offers bribes or kickbacks
e |.e., residual fraud risk
e Let’s apply additional controls to mitigate the residual risk
e Match fields in employee and vendor databases
e Apply data analytics to track unusual buying and pricing pattérns
40
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Approved Vendor List

e Wait: what if your organization includes employees in the vendor database in
order to process travel expense reimbursement transactions?

41

Higher Level Approvals Required for Large Transactions

Any purchase of more than $50,000 requires regional manager appro
Good for accuracy in accounting and financial reporting

BUT, in assessing fraud risk, we need to consider how that control can be
circumvented or rendered ineffective

e Purchase-splitting

e Regional manager becomes corrupt

e |.e., residual fraud risk
Let’s apply additional controls to mitigate the residual risk
e Apply Benford’s Law to the purchasing database

e Apply data analytics to track unusual buying and pricing pattepis

42
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Physical Counts of Assets/Inventory

o We periodically take physical counts of assets and inventory
e Good for accuracy in accounting and financial reporting
e BUT, in assessing fraud risk, we need to consider how that control can be
circumvented or rendered ineffective
e Actual inventory is moved from location to location
e Empty boxes are disguised to appear to have contents
e |.e, residual fraud risk
e Let’s apply additional controls to mitigate the residual risk

e Vary the inventory counting process to conduct surprise counts or simultaneous
location counts

43

e Vary the counting process (weigh boxes; open boxes; etc.)

43
Library of Internal Controls
e If your organization is following the COSO framework, you
probably have a list (“library”) of all controls
e Apply this “how could fraud happen despite this control”
analysis to every control
44
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Assessing the effectiveness of existing control procedures

Clarification that assessing the effectiveness of existing controls

is a two step process.

e First, a determination will be made as to whether the control is
in place and functioning as designed.

¢ Once that determination is made, the control will be re-

assessed in terms of its effectiveness for preventing and
detecting fraud.

45

Changes in the legal and regulatory environment

¢ Includes updated information with respect to recent legal and
regulatory developments pertaining to fraud and fraud risk
management, including:

e The Department of Justice’s Evaluation of Corporate Compliance
Programs.

e The Government Accountability Office’s A Framework for Managing
Fraud Risks in Federal Programs.

e U.S. Securities and Exchange Commission Climate and ESG Task Force

46
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THE WALL STR

L*

T JOURNAL.

SEC Is Investigating Goldman Sachs Over ESG Funds

Regulator’s civil probe focuses on bank’s mutual-funds business, according to people familiar with the matter

47

Fraud reporting systems (hotlines)

o ACFE research consistently reveals the importance of having
fraud hotlines or whistleblower reporting systems in place.

48
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2022 Report to the Nations

49

2022 Report to the Nations

50
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2022 Report to the Nations
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2022 Report to the Nations

52

dcotton@cottoncpa.com

26



In-person May 2023 PDT

Fraud reporting systems (hotlines)

e ACFE research consistently reveals the importance of having
fraud hotlines or whistleblower reporting systems in place.
e Expanded information on the importance of hotlines as part of

Principle 1 (Control Environment) and Principle 4 (Information
and Communication)

53

Changes in the external environment and fraud landscape

The fraud landscape is changing rapidly. The 2022 FRMG edition
includes information on this changing environment, including:

e Environmental, social and governance (ESG) initiatives and reporting
e Cyberfraud

e Blockchain, cryptocurrency, and digital assets

e Ransomware

e COVID-19 response efforts, the CARES Act, and related programs

e Remote working and hybrid working environments

¢ |Innovative and virtual management tools and accounting procedures

54
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Appendices changes

e 2016 edition had 19 appendices
e 2022 edition has 7 appendices

55

Appendices changes

56
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Fraud risk management tools at ACFE

https://www.acfe.com/fraud-resources/fraud-risk-tools---coso/tools
e Antifraud Playbook
Library of Antifraud Data Analytic Tests

Fraud Risk Management Interactive Scorecards

Risk Assessment and Follow-Up Action Templates

Points of Focus Documentation Templates

57

Fraud risk management tools at ACFE

Sample Fraud Control Policy

Fraud Risk Management High-Level Assessment
Sample Fraud Policy Responsibility Matrix
Sample Fraud Risk Management Policy

Sample Fraud Risk Management Survey

Expanded list of fraud exposures, hyperlinked to underlying
descriptions

e Generic schemes

¢ Industry-specific schemes

58
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Fraud risk management tools at ACFE

Coming soon:

e PowerPoint Deck to use to explain Fraud Risk Management
and its importance to senior management and those
charged with governance.

e Fraud Risk Management Implementation Program: an audit-

program-like set of step-by-step procedures for
implementing a robust FRM program.

59
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Risk Assessment and Follow-up Actions Template

62
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Fraud Risk Heat Map

63

Fraud Risk Ranking Matrix

64
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Points of Focus Documentation

65

Data
Analytics
Library

66
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Library of Data Analytics Tests

H
(Cash Receipts Analysis iew sequential numbering of cash receipts journal fo ensure it-of- numbers
fertical Analysis fertical analysis of sal nts, (ie cashasa tage of total assefs aver time. efc. can be used to detect skimming at  high level)
IHorizontal Analysis antal analysis of sal s, (Le., cash percent fime. can be used to detect skimming at a high level)
\Current Ratio Analysi ITrack current assefs to current liahilities over time
|Quick Ratio Analysi: C Current Liahiliies percent ch fime:

[rack invertory shrinkage dueto nrecorded sales. Inventry detecton may inlude tatistcal samping, rend anaysis,reviews of ecoiving

lnventory Analysi d verification for material requisition well as actual physical inventory counts
Red Flag nk empl tions the validity of a check

Red Flag Inspect for a forged onacheck

Red Flag Inspect for an employee bank account with 2. ilar to thy

Red Flag Inspect for alteration of the check payee or

[Analysis of joumnal entries made to the cash and inventory accounts to identify: (1) False credits to inventory to conceal ur
dersiated s, 2) Wite-offs et o o, stoen orobsolete produet 3) Wteffs o acoouts receivabe, (4 Irregular e

Journal
Joumal. nalysis of journal entr i i joumal entri

Identify larger entries split into smaller entries to avoid exceeding their approval limit. To ensure authorization and validity of the Journal Entry
Journal ‘on the approval limits

67

Bid Rigging

Data
Analytics
Library

68
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Library of Data Analytics Tests
[Corruption: Bid Rigging lInventory written-off and then new purchase made (total write-offs and quantities purchased by product)

69

Data 1 Fictitious Revenue
Analytics
Library

70

dcotton@cottoncpa.com



In-person May 2023 PDT

IUE RECOGNITION
|Analysis of inventory that has been "segregated” or shipped to a third party intermediary where the customer has not taken fitle and assumed the
Bill & Hold risks. yet th has booked this isolated inventory as revenue
IBill & Hold Identif and receivables recorded prior to shipment
IChannel Shuffing ICc ori i a monthly hasis to identify unusual spikes at the end of the quarter or year.
(Channel Stuffing o and ing returns on a per customer basi
IDebt Swap i ion of Jounal Entries with Net Debit to Liability and Credit to Revenue
IDebt Swap i ion of Jounal Entries with Net Debit to L iability and Credit to Expenses
[Fake Invaices lysis of iz red invoices
IFake Invoices Benford's analysis of the first two digits to identify lig uch a i number of invoices. i 8or9
[Fake Invaices lysis of company names that "sound like" known vendors
IFake Invoices IE> ine i 10 il oritems that i attention during or after the physical inventory count
Revenue. i nalysis and ion of the sequence of ions to identify missing checks, invoices
Revenue i |Compare AIR credit memos to AlP invoices.
IRevenue i |Compare revenue reparted by month and by product line during the current period with
IRevenue i |Confirm with selected,_high risk customers relevant contract terms or questi staff i j near the end of the period
IRevenue i i lion of revenue recognized at period end and. reversed or partially reversed
E-mail analysis of selected employees (accounting or sales) for "Rev Rec” related key words around incentive/pressure, opportunity and
\Fraud Triangle Analyti i lizatic

71

Be part of the antifraud effort

e The tools at ACFE are intended to be crowd-sourced.

e If you have:
e Suggestions for modifications to existing tools
e |deas for additional tools
e Additional fraud exposures to add to the list
e Other comments or recommendations....
Contact us.

72
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Yes, Yes, Yes...It's Hard Work

Just remember
® The perps hope you are lazy

e If the perps discover that you are not lazy and

have thoroughly implemented fraud risk
management processes, they will move on to
find easier targets

73

Yes, Yes, Yes...It's Hard Work

So, would you rather be:

e The easy target, or

e The organization that the perps are afraid to
steal from?

74
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Dave Cotton, CFE, CPA, CGFM

333 John Carlyle Street | Alexandria, VA 22314
e
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The ACFE/COSO Fraud Risk Management
Guide.: Second Edition
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