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Plan for This Session … 

Fraud Happens 
Anti-Fraud Guidance 
Managing the Business Risk of Fraud 
COSO Internal Control Update and Assessing Fraud 
Risk 
COSO-ACFE Task Force and the Fraud Risk 
Management Guide 
The Future: What to Expect 

Fraud Happens … 
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Billy-Bob … 

Is fantastic … 
Has been with us for years … 
Does ALL of the accounting stuff so that we can focus 
on more important things … 
Works long hours and many weekends … 
Never takes a vacation … 
Works for very modest pay and never asks for a raise 
(we think he inherited some money/retired after a 
successful career in some other field) … 
Has turned down offers to work elsewhere for more 
money because he believes in our mission … 

Mary-Lou … 

Is fantastic and totally dedicated to our mission … 
Has been our executive director since our founding … 
We wouldn’t be where we are today without her … 
Is a “hands-on” and “no nonsense” executive and 
makes all of the important decisions … 
Works long hours and most weekends … 
Never takes a vacation … 
Knows everyone on the board and personally 
recommended each one … 
Makes board service easy, because she really runs the 
organization with an iron hand … 
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Fraud Happens … 

Four words precede EVERY fraud:  

 
 

Eight words follow EVERY fraud:  

 

5	

The Case of the Trusted 
Treasurer 
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Rita Crundwell 

Rita Crundwell 
Born	Jan	10,	1953	
Grew	up	on	a	family	farm	near	Dixon,	Illinois	(populaKon	
~15,000;	boyhood	home	of	Ronald	Reagan)	
Appointed	treasurer/comptroller	of	Dixon	in	1983	
Embezzled	~$53	million	from	the	city	from	1990	to	2012	
•  1991--$181,000;		
•  2008--$5.8	million	
Arrested	April	17,	2012	
Pled	guilty	on	November	14,	2012	
Sentenced	to	19	years	and	7	months	in	prison	on	February	
14,	2013		

Dixon’s	2012	
budget	was		
~$17	million	
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How Did She Do It? 

Opened	a	bank	account	called	Reserve	Sewer	Capital	
Development	Account	(RSCDA)	with	herself	as	the	only	
signatory	
Moved	City	funds	into	a	legiKmate	City	account—Capital	
Development	Account	(CDA)	
Created	phony	invoices	that	she	paid	with	CDA	checks	
payable	to	“Treasurer”	
Deposited	checks	into	the	RSCDA	
Used	funds	to	run	her	thoroughbred	horse	farm	and	
business	and	on	“prize-winning	horses,	expensive	
jewelry,	luxury	cars	and	even	birthday	bashes	in	Venice	
Beach,	Fla.”*	

*Source:	h<p://www.huffingtonpost.com/2013/02/06/rita-crundwell-sentencing_n_2633791.html		

Rita’s $2.1 Million Motor Coach 



dco$on@co$oncpa.com	 6	

Professional	Development	Training		
Prevent	and	Protect:	The	First	Line	of	Defense		
April	27,	2017	
	

How Did She Get Caught? 

While	Rita	was	away	at	a	horse	show,	another	city	
employee	stumbled	upon	the	secret	account.	

Psychopath or Sociopath? 
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Psychopath or Sociopath? 
…	prosecutors	noted	that	while	Crundwell	was	stealing	from	the	city,	she	
repeatedly	argued	for	painful	spending	cuts	at	budget	meeKngs.	She	claimed	the	
shorialls	were	the	result	of	an	economic	downturn	and	late	payments	from	
Illinois'	state	government,	according	to	prosecutors.	
”Day	aker	day,	for	more	than	20	years,	(the)	defendant	would	work	with	
employees	of	the	city	of	Dixon	and	interact	with	ciKzens	in	her	capacity	as	
comptroller	while	lying	about	the	reason	the	city	of	Dixon	lacked	funds,"	U.S.	
Amorney	Gary	Shapiro	wrote.	
…	the	impact	of	the	thek:	Police	could	not	afford	to	upgrade	squad	car	radios	or	
make	new	hires,	streets	could	not	be	resurfaced,	a	waste	water	treatment	facility	
had	to	be	delayed	and	the	city	had	to	issue	$3	million	in	bonds	to	cover	financial	
obligaKons.	
“…	prosecutors	included	a	news	arKcle	about	Crundwell's	2010	birthday	party	in	
Venice	Beach.	Paid	for	with	the	help	of	stolen	money,	the	party	had	live	music,	
prime	rib	and	jumbo	shrimp	cocktails.	
"Rita	was	gorgeous	as	always	in	one	of	her	trademark	`must	have'	coats,"	said	the	
arKcle	in	GoHorseShow.com.	

Source:	h<p://www.huffingtonpost.com/2013/02/06/rita-crundwell-sentencing_n_2633791.html		

h"p://www.nbcnews.com/video/rock-center/
49113424#49113424	
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Dixon, IL – Outcomes 

Amorneys	fees	for	invesKgaKng	the	fraud	and	negoKaKng	
semlements	with	accounKng	firms	and	the	bank	totaled	$10	
million	
Semlement	with	the	CPA	firm	that	assisted	Dixon	with	
accounKng	and	financial	management:	$35.15	million	
Semlement	with	the	CPA	firm	that	performed	Dixon’s	annual	
audit	since	2006:	$1	million	
Semlement	with	the	bank	where	Dixon’s	accounts	were	
maintained	and	where	Crundwell	set	up	the	bogus	account:	
$3.85	million	

Dixon, IL – Outcomes 

Bottom Line: 
Amount misappropriated by Crundwell:  ~$54 million 
Attorneys fees:        ~$10 million 
Loss to Dixon:        ~$64 million 
Recovery from sale of Crundwell assets: ~$10 million 
Settlement with accounting firm:    ~$35 million 
Settlement with audit firm:       ~$1 million 
Settlement with bank:        ~$4 million  
Dixon’s net monetary loss:     ~$14 million 
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What control procedure(s) 
would have thwarted Rita’s 

fraud? 
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The Case of the the 
Talented AGA Member 

from Tennessee 

 

The Talented AGA Member from Tennessee 

Jeffrey Wayne Hughes, CGFM, CFE, MBA  

Case Study 
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The Talented AGA Member from Tennessee 
Jeffrey Wayne Hughes has an impressive resume 
!  BBA, Human Resources Management & Accounting, 2005, Univ. of 

Northern Alabama 

!  MBA, Management, 2008, Univ. of North Alabama 

!  Auditor II, Tennessee Comptroller of the Treasury, Mar 2006 - Feb 2010 

!  Regional Accountant, TN Dept. of Health, Feb 2010 – Sep 2010 

!  Chairman of the Board, A Kid’s Place Child Advocacy Center, Jul 2014 – 
Mar 2016 

!  Lawrence County (TN) Commissioner, Sep 2014 – Mar 2016  

!  Fiscal Director, Tennessee Dept. of Corrections, Sep 2012 – Apr 2016 

!  Customer Service Representative, Amazon, Jun 2016 – Jul 2016 

Case Study 

 

The Talented AGA Member from Tennessee 
Jeff Hughes was a rising star at AGA 

Case Study 
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The Talented AGA Member from Tennessee 
Jeff Hughes was, until recently, seeking new employment 

 

Case Study 

 

The Talented AGA Member from Tennessee 
What is the anomaly in Jeff’s impressive resume? 
!  BBA, Human Resources Management & Accounting, 2005, Univ. of 

Northern Alabama 

!  MBA, Management, 2008, Univ. of North Alabama 

!  Auditor II, Tennessee Comptroller of the Treasury, Mar 2006 - Feb 2010 

!  Regional Accountant, TN Dept. of Health, Feb 2010 – Sep 2010 

!  Chairman of the Board, A Kid’s Place Child Advocacy Center, Jul 2014 – 
Mar 2016 

!  Lawrence County (TN) Commissioner, Sep 2014 – Mar 2016  

!  Fiscal Director, Tennessee Dept. of Corrections, Sep 2012 – Apr 2016 

!  Customer Service Representative, Amazon, Jun 2016 – Jul 2016 

Case Study 
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The Talented AGA Member from Tennessee 
Jeffrey’s life changed abruptly in April 2016 

Case Study 

Source: http://www.wsmv.com/story/31738666/former-lawrence-co-commissioner-indicted-on-theft-forgery-charges  

 

The Talented AGA Member from Tennessee 
Jeffrey’s life changed abruptly in April 2016 

Case Study 

Source: http://www.wsmv.com/story/31738666/former-lawrence-co-commissioner-indicted-on-theft-forgery-charges  



dco$on@co$oncpa.com	 15	

Professional	Development	Training		
Prevent	and	Protect:	The	First	Line	of	Defense		
April	27,	2017	
	

 

The Talented AGA Member from Tennessee 
Case Study 

Source: http://www.lawrenceburgnow.com/120516former.html 

 

Case Study 
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According to the Comptroller’s Investigation 
"  Lawrence County Fire and Rescue operates as an umbrella 

organization to facilitate the operations of the 13 volunteer fire 
departments in Lawrence County, including Crossroads VFD.  

Case Study 

"  Hughes served as treasurer for both 
Lawrence County Fire and Rescue 
and for the Crossroads VFD  

"  Hughes misappropriated at least 
$254,266 by issuing unauthorized 
fire and rescue checks for his 
personal benefit  

 

According to the Comptroller’s Investigation 
"  Hughes: 

!  Wrote more than 80 checks payable to cash totaling 
over $188,679  

!  Wrote more than 80 checks totaling $42,491 to Walmart 
… to purchase gift cards 

!  Made other improper withdrawals totaling $12,651 

!  Funneled $10,445 from the LCF&R account to the 
Crossroads VFD account, then diverted those funds for 
his personal use 

!  Misappropriated at least $10,800 from Crossroads VFD 

Case Study 
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According to the Comptroller’s Investigation 
Case Study 

 

According to the Comptroller’s Investigation 

"  LCF&R officers indicated that their signatures on the 
unauthorized checks were not authentic 

"  The LCF&R board did not approve and was not aware 
of the fraudulent activity 

Case Study 



dco$on@co$oncpa.com	 18	

Professional	Development	Training		
Prevent	and	Protect:	The	First	Line	of	Defense		
April	27,	2017	
	

 

Case Study 

FRAUD 

opportunity 

Motive 
Pressure 

Attitude 
rationalization 

The Talented AGA Member from Tennessee 

 

Case Study 

Fraud risk factors/indicators 

The Talented AGA Member from Tennessee 

"  Poor NO segregation of duties 

"  Lax governance and board oversight 

"  Reliance on trust rather than sound controls and 
oversight 

"  An “it can’t happen here” attitude 
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According to the Comptroller’s Investigation 
Case Study 

 

The Talented and Tragic AGA 
Member from Tennessee 

Case Study Former 
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Anti-Fraud Guidance 

Historical Perspective on Anti-Fraud Guidance 
 

2000-2002 were traumatic years for the 
accountability profession 
•  Enron, WorldCom, Tyco, Global Crossing, Waste Management, 

Baptist Foundation of America, Peregrine, AOL/Time Warner, 
HealthSouth, Adelphia, IMClone 

•  Demise of Arthur Andersen 

In 2002, the AICPA formed a task force: The Antifraud 
Programs and Controls Task Force 
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41	

Historical Perspective on Anti-Fraud Guidance 
 

The Task Force’s Mandate: develop “attestable 
criteria” for an organization to follow in 
implementing anti-fraud programs and controls 
The Task Force rebelled against that mandate 
•  More immediately important guidance was needed 
•  Recent catastrophic frauds (Enron, WorldCom, Tyco, Global 

Crossing, Waste Management, Baptist Foundation of America, 
Peregrine, AOL/Time Warner, HealthSouth, Adelphia, IMClone) 
ALL caused by management override of internal control 
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FREE	at:	
h<p://www.co<oncpa.com/
outreach/thought-leadership/		

New Guidance for Audit Committees 

Published	in	2005	
Soon	to	be	updated	…	

Management	Override:	The	Achilles’	
Heel	of	Internal	Control	

The Audit Committee’s Responsibilities 
Actions to Address the Risk of Management Override of 
Internal Controls  
•  Maintaining Skepticism 
•  Strengthening Committee Understanding of the Business Brainstorming 

to Identify Fraud Risks 
•  Using the Code of Conduct to Assess Financial Reporting Culture 
•  Cultivating a Vigorous Whistleblower Program  
•  Developing a Broad Information and Feedback Network 

Appendix: Suggested Audit Committee Procedures: 
Strengthening Knowledge of the Business and Related 
Financial Statement Risks 
•  Incentives or Pressures on Management 
•  Opportunities Management Can Exploit 
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A Restructured Task Force then Went 
Back to the Future 

Under IIA leadership (President Dave Richards), a 
reconstituted task force returned to the original 
(attestable criteria) mandate 

46	
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Is your organization fully 
committed to protecting 

stakeholder assets?  

 

 

FREE	at:	
h<p://www.co<oncpa.com/

wp-content/uploads/
2014/08/

ManagingTheBusinessRiskofFr
aud.pdf			

Published	in	2007	
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Managing the Business Risk of 
Fraud: A Practical Guide 

 
Managing the Business Risk of 
Fraud: A Practical Guide 
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Anti-Fraud Principles 

Principle 1: As part of an organization’s governance 
structure, a fraud risk management program 
should be in place, including a written policy (or 
policies) to convey the expectations of the 
board of directors and senior management 
regarding managing fraud risk. 

Principle 2: Fraud risk exposure should be assessed 
periodically by the organization to identify 
specific potential schemes and events that the 
organization needs to mitigate. 

Anti-Fraud Principles 

Principle 3: Prevention techniques to avoid potential key 
fraud risk events should be established, where 
feasible, to mitigate possible impacts on the 
organization. 

Principle 4: Detection techniques should be established 
to uncover fraud events when preventive 
measures fail or unmitigated risks are realized. 

Principle 5: A reporting process should be in place to 
solicit input on potential fraud, and a 
coordinated approach to investigation and 
corrective action should be used to help 
ensure potential fraud is addressed 
appropriately and timely. 
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FLASH UPDATE 

The 2013 Updated COSO Internal Control 
Framework added 17 Principles 
Principle #8: “The	organiza7on	considers	the	
poten7al	for	fraud	in	assessing	risks	to	the	
achievement	of	objec7ves.” 
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Fraud Risk 
Assessment 
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Joint ACFE-COSO Task Force 

COSO Principle #8 (Assess Fraud Risk) resulted in a 
need for more specific guidance on assessing fraud 
risk 
Task Force updated Managing the Business Risk of 
Fraud: A Practical Guide (originally published in 
2007) 
Update was completed by the end of 2015 
Issued by COSO and ACFE in September 2016 
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Joint ACFE-COSO Task Force 
Barbara Andrews 
AICPA 
 

Michael Birdsall 
Comcast Corporation 
 

Toby Bishop 
Formerly ACFE, Deloitte 
 

Margot Cella 
Center for Audit Quality 
 

David Coderre 
Comptroller General of Canada 
 

Dave Cotton 
Cotton & Company LLP 
 

James Dalkin 
GAO 
 

Ron Durkin 
Durkin Forensics 
 

Bert Edwards 
Formerly State Department 
 

Frank Faist 
Time Warner Cable 
 
 
 

Eric Feldman 
Formerly CIA/NRO/DoD OIG 
 

Dan George 
USAC 
 

John D. Gill 
ACFE 
 

Leslye Givarz 
Formerly AICPA, PCAOB 
 

Cindi Hook 
Comcast Corporation 
 

Sandra K. Johnigan 
Johnigan, PC 
 

Bill Leone 
Norton Rose Fulbright 
 

Andi McNeal 
ACFE 
 

Linda Miller 
GAO 
 

Kemi Olateju 
General Electric 
 

Chris Pembroke 
Crawford & Associates, PC 
 

J. Michael Peppers 
University of Texas 
 

Kelly Richmond Pope 
DePaul University 
 

Carolyn Devine Saint 
University of Virginia 
 

Jeffrey Steinhoff 
KPMG 
 

William Titera 
Formerly EY 
 

Michael Ueltzen 
Ueltzen & Company 
 

Pamela Verick 
Protiviti 
 

Vincent Walden 
EY 
 

Bill Warren 
PwC 
 

Richard Woodford 
DOL-OIG 
 

Updated Guide 

Similar to MBRF; more up-to-date 
More emphasis on data analytics 
5 Principles (slightly different than MBRF) and many 
Points of Focus 
5 Fraud Risk Management Principles correlate with 
the COSO Components and Principles 
More robust appendices 
MBRF: ~80 pages 
Updated version: ~285 pages 
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Mapping of 
COSO 
Components 
and Principles 
to the Fraud 
Risk 
Management 
Guide 



dco$on@co$oncpa.com	 32	

Professional	Development	Training		
Prevent	and	Protect:	The	First	Line	of	Defense		
April	27,	2017	
	

Updated Guide Can Be Used: 

Just for complying with Principle #8—performing a 
fraud risk assessment, or 
For developing and implementing a comprehensive 
fraud risk management program 
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So, …. 

You	get	to	work	one	Monday	morning	and	
your	boss	says,		
“Hey,	we	need	to	do	a	fraud	risk	assessment	in	
order	to	comply	with	the	new	COSO	Principle	
about	fraud	risk,	and	we	want	you	to	head	up	
the	effort	to	do	that	for	us.		Get	started	right	
away	and	report	back	when	you	are	done.”	

66	

Establish	the	fraud	risk	
assessment	team,	considering:	

-	Appropriate	management	levels	
-	All	organizaKonal	components	

	

IdenKfy	all	fraud	schemes	and	
fraud	risks,	considering:	

-	Internal	and	external	factors	
-	Various	types	of	fraud	
-	Risk	of	management	override	

Fraud	Risk	
Assessment	
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70	

Establish	the	fraud	risk	
assessment	team,	considering:	

-	Appropriate	management	levels	
-	All	organizaKonal	components	

	

IdenKfy	all	fraud	schemes	and	
fraud	risks,	considering:	

-	Internal	and	external	factors	
-	Various	types	of	fraud	
-	Risk	of	management	override	

EsKmate	likelihood	and	
significance	of	each	fraud	

scheme	and	risk	

Fraud	Risk	
Assessment	
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72	

Establish	the	fraud	risk	
assessment	team,	considering:	

-	Appropriate	management	levels	
-	All	organizaKonal	components	

	

IdenKfy	all	fraud	schemes	and	
fraud	risks,	considering:	

-	Internal	and	external	factors	
-	Various	types	of	fraud	
-	Risk	of	management	override	

EsKmate	likelihood	and	
significance	of	each	fraud	

scheme	and	risk	

Determine	all	personnel	and	
departments	potenKally	involved	
considering	the	fraud	triangle	

IdenKfy	exisKng	controls	and	
assess	their	effecKveness	

Assess	and	respond	to	residual	
risks	that	need	to	be	miKgated:	
-Strengthen	exisKng	control	
acKviKes	
-Add	control	acKviKes	
-Consider	data	analyKcs	

Document	the	risk	
assessment	

Fraud	Risk	
Assessment	
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Documenting the Fraud Risk Assessment 

74	

Establish	the	fraud	risk	
assessment	team,	considering:	

-	Appropriate	management	levels	
-	All	organizaKonal	components	

	

IdenKfy	all	fraud	schemes	and	
fraud	risks,	considering:	

-	Internal	and	external	factors	
-	Various	types	of	fraud	
-	Risk	of	management	override	

EsKmate	likelihood	and	
significance	of	each	fraud	

scheme	and	risk	

Determine	all	personnel	and	
departments	potenKally	involved	
considering	the	fraud	triangle	

IdenKfy	exisKng	controls	and	
assess	their	effecKveness	

Assess	and	respond	to	residual	
risks	that	need	to	be	miKgated:	
-Strengthen	exisKng	control	
acKviKes	
-Add	control	acKviKes	
-Consider	data	analyKcs	

Document	the	risk	
assessment	

Reassess	risk	periodically,	
considering	changes:	

-	External	to	the	organizaKon	
-	OperaKonal	
-	Leadership	

Fraud	Risk	
Assessment	
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Appendices 

A:	GLOSSARY	
B:	ROLES	AND	RESPONSIBILITIES		
C:	CONSIDERATIONS	FOR	SMALLER	ENTITIES		
D:	REFERENCE	MATERIAL		
E:	DATA	ANALYTICS		

Data Analytics 
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Appendices 

F:	SAMPLE	GOVERNANCE	MATERIALS	
F1:	FRAUD	CONTROL	POLICY	FRAMEWORK	
F2:	FRAUD	RISK	HIGH-LEVEL	ASSESSMENT	
F3:	FRAUD	POLICY	RESPONSIBILITY	MATRIX	
F4:	FRAUD	RISK	MANAGEMENT	POLICY	
F5:	FRAUD	RISK	MANAGEMENT	SURVEY	

G:	LIST	OF	FRAUD	RISK	EXPOSURES				
H:	SAMPLE	FRAUD	RISK	ASSESSMENT		
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Appendices 

I:	FRAUD	RISK	MANAGEMENT	ASSESSMENT	SCORECARDS	
I1:	FRAUD	RISK	GOVERNANCE		
I2:	FRAUD	RISK	ASSESSMENT		
I3:	FRAUD	CONTROL	ACTIVITIES		
I4:	FRAUD	INVESTIGATION	AND	FOLLOWUP		
I5:	FRAUD	RISK	MANAGEMENT	MONITORING		
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Appendices 

I:	FRAUD	RISK	MANAGEMENT	ASSESSMENT	SCORECARDS	
I1:	FRAUD	RISK	GOVERNANCE		
I2:	FRAUD	RISK	ASSESSMENT		
I3:	FRAUD	CONTROL	ACTIVITIES		
I4:	FRAUD	INVESTIGATION	AND	FOLLOWUP		
I5:	FRAUD	RISK	MANAGEMENT	MONITORING		

J:	HYPERLINKS	TO	ADDITIONAL	TOOLS		
	
	

HYPERLINKS	TO	ADDITIONAL	TOOLS	 

Points of Focus Documentation Templates 
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Points of Focus Documentation Templates 

HYPERLINKS	TO	ADDITIONAL	TOOLS	 

Points of Focus Documentation Templates 
Risk Assessment and Follow-up Actions Template 
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Risk Assessment and Follow-up Actions Template 

Fraud Risk Heat Map 
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Fraud Risk Ranking Matrix 

HYPERLINKS	TO	ADDITIONAL	TOOLS	 

Points of Focus Documentation Templates 
Risk Assessment and Follow-up Actions Template 
Log for allegations of fraud and investigation results 
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Log for allegations of fraud and investigation results 
 

HYPERLINKS	TO	ADDITIONAL	TOOLS	 

Points of Focus Documentation Templates 
Risk Assessment and Follow-up Actions Template 
Log for allegations of fraud and investigation results 
Interactive Scorecards 
Library of Data Analytics Tests 
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Skimming	
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Library of Data Analytics Tests 
 

CASH - SKIMMING 
Cash Receipts Analysis Review sequential numbering of cash receipts journal to ensure no out-of-sequence numbers 

Vertical Analysis 
Vertical analysis of sales accounts, (i.e., cash as a percentage of total assets over time, etc. can be used to detect skimming 
at a high level) 

Horizontal Analysis Horizontal analysis of sales accounts, (i.e., cash percent change over time, can be used to detect skimming at a high level) 
Current Ratio Analysis Track current assets to current liabilities over time 
Quick Ratio Analysis (Cash+Securities+Receivables) over Current Liabilities percent change over time 

Inventory Analysis 

Track inventory shrinkage due to unrecorded sales.  Inventory detection may include statistical sampling, trend analysis, 
reviews of receiving reports and inventory records and verification for material requisition and shipping documentation as well 
as actual physical inventory counts 

Red Flags Bank employee questions the validity of a check 
Red Flags Inspect for a forged endorsement on a check 
Red Flags Inspect for an employee bank account with a name similar to the company name 
Red Flags Inspect for alteration of the check payee or endorsement 

Journal Entry Review 

Analysis of journal entries made to the cash and inventory accounts to identify: (1) False credits to inventory to conceal 
unrecorded or understated sales, (2) Write-offs related to lost, stolen or obsolete product, (3) Write-offs to accounts 
receivable, (4) Irregular entries to cash accounts 

Journal Entry Review Analysis of journal entries to review suspicous or inaccurate journal entries.  

Journal Entry Review 
Identify larger entries split into smaller entries to avoid exceeding their approval limit. To ensure authorization and validity of 
the Journal Entry based on the approval limits 

Bid	Rigging	
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Library of Data Analytics Tests 
 

BID RIGGING 

Corruption: Bid Rigging Compare inventory levels and turnover rates on a by project or by product basis, by region 

Corruption: Bid Rigging Inventory written-off and then new purchase made (total write-offs and quantities purchased by product) 

Corruption: Bid Rigging Compare contract awards by vendor (number of contracts won compared to bids submitted) 

Corruption: Bid Rigging Sole sourced contracts - number of bids per contract 

Corruption: Bid Rigging 
Check for vague contract specifications: (i) amendments, extension, increases in contract values, (ii) total number of amendments, (iii) original 
delivery date and final delivery date, (iv) original contract value and final contract value 

Corruption: Bid Rigging Check for split contract (same vendor, same day) 

Corruption: Bid Rigging Bids submitted after bid closing date 

Corruption: Bid Rigging Last bid wins 

Corruption: Bid Rigging Low bidder drops out, and subcontracts to higher bidder (compare contractor with invoice payee) 

Corruption: Bid Rigging Fictitious bids - verify bidders and prices 

Fic77ous	Revenue	
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Library of Data Analytics Tests 
 

REVENUE RECOGNITION 

Bill & Hold 
Analysis of inventory that has been "segregated" or shipped to a third party intermediary where the customer has not taken title and 
assumed the risks, yet the company has booked this isolated inventory as revenue 

Bill & Hold Identify revenue and receivables recorded prior to shipment  
Channel Stuffing Compare discounts or incentives on a monthly basis to identify unusual spikes at the end of the quarter or year. 
Channel Stuffing Compare sales and corresponding returns on a per customer basis  
Debt Swap Identification of Journal Entries with Net Debit to Liability and Credit to Revenue 
Debt Swap Identification of Journal Entries with Net Debit to Liability and Credit to Expenses 
Fake Invoices Analysis of sequentially numbered invoices 

Fake Invoices Benford's analysis of the first two digits to identify anomalies such as a disproportionate number of invoices starting with 7, 8 or 9 
Fake Invoices Analysis of company names that "sound like" known vendors 

Fake Invoices Examine inventory records to identify locations or items that require specific attention during or after the physical inventory count 
Revenue Recognition Analysis and anomaly detection of the sequence of transactions to identify missing checks, invoices 
Revenue Recognition Compare A/R credit memos to A/P invoices 
Revenue Recognition Compare revenue reported by month and by product line during the current period with comparable prior periods 

Revenue Recognition 
Confirm with selected, high risk customers relevant contract terms or question company staff regarding shipments near the end of the 
period 

Revenue Recognition Identification of revenue recognized at period end and subsequently reversed or partially reversed 

Fraud Triangle Analytics 
E-mail analysis of selected employees (accounting or sales) for "Rev Rec" related key words around incentive/pressure, opportunity and 
rationalization 

Appendices 
G:	LIST	OF	FRAUD	RISK	EXPOSURES				
H:	SAMPLE	FRAUD	RISK	ASSESSMENT		
I:	FRAUD	RISK	MANAGEMENT	ASSESSMENT	SCORECARDS	

I1:	FRAUD	RISK	GOVERNANCE		
I2:	FRAUD	RISK	ASSESSMENT		
I3:	FRAUD	CONTROL	ACTIVITIES		
I4:	FRAUD	INVESTIGATION	AND	FOLLOWUP		
I5:	FRAUD	RISK	MANAGEMENT	MONITORING		

J:	HYPERLINKS	TO	ADDITIONAL	TOOLS		
K:	MANAGING	THE	RISK	OF	FRAUD	IN	GOVERNMENT		
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103	

Future	

What	Can	We	Expect	to	See	in	the	Future?	

•  Data	analyacs	will	be	where	most	of	the	focus	
will	be	

104	
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See:	h<p://www.acfe.com/fraudrisktools/tools.aspx			

What	Can	We	Expect	to	See	in	the	Future?	

•  Data	analyacs	will	be	where	most	of	the	focus	
will	be	

• More	emphasis	on	“hotline”	employee	
reporang	

106	
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Source:	ACFE	2016	Report	to	the	Naaons	

Source:	ACFE	2016	Report	to	the	Naaons	
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What	Can	We	Expect	to	See	in	the	Future?	

•  Data	analyacs	will	be	where	most	of	the	focus	
will	be	

• More	emphasis	on	“hotline”	employee	
reporang	

• More	auditor	focus	on	fraud	risk	management	
(FRM)	

109	

What	Does	FRM	Mean	for	External	Auditors?	

•  External	auditors	are	required	to	assess	fraud	
risk	

•  Audits	are	risk-based:	higher	risk	=	more	audit	
work	needed	=	higher	audit	fees	

•  If	you	tell	your	auditors	that	you	have	
implemented	rigorous	fraud	risk	management	
processes,	their	assessment	of	fraud	risk	
should	go	down	…	
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Predicaon:	

•  Audiang	standards	will	be	revised	to	REQUIRE	
auditors	to	evaluate	and	test	management’s	
fraud	risk	management	system	and	processes	

•  Similar	to	the	exisang	requirement	that	
auditors	must	evaluate	and	test	
management’s	system	of	internal	control	

For	consideraaon	and	pilot	tesang:	

•  Audiang	standards	already	require	auditors	to	
conduct	expanded	inquiries	about	fraud	(i.e.	
talk	to	employees	throughout	the	
organizaaon	about	fraud	possibiliaes)	

•  Let’s	have	auditors	set	up	an	“audit	hotline”	
website	at	the	beginning	of	the	audit	and	
make	it	known	to	and	accessible	by	every	
auditee	employee	
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What	Can	We	Expect	to	See	in	the	Future?	

•  Data	analyacs	will	be	where	most	of	the	focus	
will	be	

• More	emphasis	on	“hotline”	employee	
reporang	

• More	auditor	focus	on	fraud	risk	management	
(FRM)	

•  Perhaps,	a	3rd	COSO	Framework	

113	

COSO Frameworks 
[81]	 [4]	

[2,862]	
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Dave Cotton, CFE, CPA, CGFM 
Cotton & Company, LLP 

Alexandria, Virginia 
dcotton@cottoncpa.com 

Managing Fraud Risk: 
ACFE/COSO Fraud Risk 

Management Guide  
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