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electronic investigations and IT Security organization assessment and development.

Prior to returning to PwC, Mr. Dorough was the Global Chief Information Security
Officer for Textron. As Global Chief Information Security Officer, Mr. Dorough was
responsible for developing, maintaining and assuring continuous improvement of
Textron’s Information Technology Security strategy, programs, policies and
processes. This included leadership of the Information Technology Risk Management
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discovery (eDiscovery) program for Textron.
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management, and operational implementation. He also has extensive knowledge of
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evolving legal, regulatory and compliance landscape.
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security related services including program strategy and policy development, IT
governance, incident response and handling, baseline assessment and benchmarking
reviews, as well as experience with HIPAA, NIST, COBIT, and ISO27002.
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Recent statistics - today, security compromises
are a persistent—and globally pervasive—business
risk

« The US government notifies 3,000  « Powerful malware infects
companies that they were were hundreds of energy companies

attacked and charges nation-backed worldwide.

hackers with economic espionage.
« More than half of global securities

« Compromises of retailers culminate = exchanges are hacked.
in a recent breach of 56 million
credit cards. - Regulators around the world are
beginning to more proactively address
« Heartbleed defect results in the loss cyber risks.

of 4.5 million healthcare records.

Source: PwC’s The Global State of Information Security Survey 2015
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The number of security incidents continues
to soar

The total number of security incidents 42.8 million
detected by survey respondents climbed
to 42.8 million this year, an increase
of 48% over 2013.

It’s the equivalent of 1 17,339

incoming attacks per day, every day.
And that’s just the compromises that
were discovered.

Source: Pw(C’s The Global State of Information Security Survey 2015
PwC 3



A steady 66% year-over-year growth since 2009

Taking a longer view, our survey data shows
that the compound annual growth rate
(CAGR) of detected security incidents has

increased 66% year over year since 2009. 42 8

million

28.9

million

24.9

million

22.7

million

94
3‘f4 million
million ‘

Source: PwC’s The Global State of Information Security Survey 2015
PwC



Primary Failure points

#4 Underestimating Technology
# 3 Underestimating Data

# 2 Senior Management Commitment

# 1 Maturity and Execution of Company IT
Security Tools and Capabilities

PwC



Profile of threat actors

Adversary

€ Nation State

é Organized

Crime

‘4' Hacktivists

PwC

Motives

Economic, political,
and/or military advantage

Immediate financial gain
Collect information for future
financial gains

Influence political and /or
social change

Pressure business to change
their practices

Personal advantage,
monetary gain
Professional revenge
Patriotism

Targets

Trade secrets

Sensitive business
information

Emerging technologies
Critical infrastructure

Financial / Payment Systems
Personally Identifiable
Information

Payment Card Information
Protected Health Information

Corporate secrets

Sensitive business information
Information related to key
executives, employees,
customers & business partners

Sales, deals, market strategies
Corporate secrets, IP, R&D
Business operations
Personnel information

Impact

Loss of competitive
advantage
Disruption to critical
infrastructure

Costly regulatory inquiries
and penalties

Consumer and shareholder
lawsuits

Loss of consumer confidence

Disruption of business
activities

Brand and reputation

Loss of consumer confidence

Trade secret disclosure
Operational disruption
Brand and reputation
National security impact
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Anatomy of a cyber attack

Target an Craft

organizationor malicious

industry payload

* Browse  Trojanized
websites docs

+ Social Media e Packed

 Presocial executables
engineering ¢ Obfuscated

» External scans shell code
PwC

Payload sent to
target

* SQL injection
 Spear phishing

Compromise
system

» Execution of
payload

* Critical phase
of the attack.

Installation of
malware /
tools post
exploitation

 Install rootkits

e Password
crackers

» Keyloggers

* Hacking tools

Command and
control

e Leverage
exploit

» Access
backdoors

* Reverse shell

» Lateral
movement

* Maintain
persistence

Ultimate goals
achieved

 Exfiltrate data
e Launch other
attacks



' Real-Time Monitoring of the Cyber Kill Chain

Phase Detect Deny Disrupt Degrade Deceive
NIDS, Firewall ACL
Web analytics
NIDS, In-line AV NIPS
In-line AV, Proxy filter In-line AV Queuing
User Awareness
HIDS Patch DEP
HIDS Whitelist AV
NIDS, In-line AV Firewall ACL NIPS Tarpit DNS redirect
HIDS, DLP DLP Quiality of Honeypot
Service

PwC




I . . .
Evolving business risks...
...Impacting brand, competitive advantage, and shareholder value

Highlights of activities impacting risk:

Advancements in and evolving use of
technology — adoption of cloud-enabled
services; Internet of Things (“IoT”) security
implications; BYOD usage

Historical headlines have
primarily been driven by
compliance and
disclosure requirements

Value chain collaboration and
information sharing — persistent ‘third

However, the real
impact is often not

party integration; tiered partner accegg Unmanaged recognized, appreciated,
requirements; usage and storage of critical risks with or reported

h h potential long-
assets throughout ecosystem term, strategic

implications .
Operational fragility — Real-time ™ Cybersecurity must be
operations; product manufacturing; service viewed as a strategic
delivery; customer experience business imperative in
order to protect brand,

Business objectives and initiatives — ' competitive advantage,
MG&A transactions; emerging market and shareholder value
expansion; sensitive activities of interest to
adversaries

PwC 9
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Enterprise risks associated with cybercrime

Investigation costs
Legal costs

Brand damage

State and federal regulatory actions

Third-party and class action lawsuits

Business partner lawsuits/indemnification

PwC 10



Why organizations have not kept pace

Years of underinvestment in certain areas has left organizations unable
adequately adapt and respond to dynamic cyber risks.

Insider Physical Operational Secure Mobile Pqtch &
;}/M,(,ut QC(-'l\lT‘l'tl/ Technology and Cloud Configuration
e T Security Computing Management

Notification Process and

Prodlé(:t &iervzce . Tllllr.'eat and Technology
vecurity HiClgence Disclosure Fundamentals
Critical A: Threat Public/Private Technol
1d rl'tlca | sset d Modeling Information Privileged Access e Il)n(]} t(lyy
ennﬁcatu.)n an & Scenario Caliin Management o
Protection 5 . Sharing Management
Planning
Technology Global Incident Security
Adoption and Security and Crisis Technology
Enablement Operations Management Rationalization
éi(:(}s’l;st((),;71 & Monitoring I 1”?;’),“("];, Compliance Security Culture
Supply Chain and Detection nvestigation Remediation and Mindset

and Response

Security

PwC
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Functional Security Capabilities
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Managing the risks

Know the Who, What, Where of your sensitive data
Ignoring compliance is not an option

Review internal policies and procedures

Update privacy policy

Make your plan bigger than technology

Review existing insurance coverage

Monitor and audit

Establish call-back procedures to help defend against social engineering

Consider using encryption

Control or limit access to payment and other sensitive systems

PwC
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Transformation Journey

No log collection and
review process

No documented
compliance process
and policies

Log Ignorance

Ad hoc log collection
process

Limited access & activity
logging

Logs are reviewed as
part of incident response

Log Collection and
Review

Real-time Log Analysis
Real-time Alerting
SIEM tools are

configured based on
limited use cases

Security Incident and
Event Management

Capable

Enterprise Security
Information
Management

Multi dimensional
security analytics

Continuous
Improvement in

processes & architecture

Business risk aware
monitoring

Focus on risk avoidance

Actionable Threat
Intelligence

PwC

Increased Threat Intelligence and Threat Visibility

14



| Responding to a breach

Maintain an incident-response plan and team

« Identify team members and responsibilities
 Outline breach response measures
« Involve outside professionals (legal, forensic, public relations)

Consult with legal counsel

« Guide breach response
« Ensure compliance
 Preserve applicable privileges

Preserve digital evidence

« Do not alter compromised systems
« Do not turn compromised machine off; isolate from network
« Preserve logs and log all actions taken



Responding to a breach

Maintain network diagrams and Scan to detect rogues

 Provides quick, clear picture of environment

Establish vendor and law enforcement relationships

Be accurate and be fast

 Prepare to implement a communications plan
« Communicate at the earliest appropriate opportunity
« Commit to updating as more facts become available

Containment

 Prevent further compromise

Remediation

« Patch vulnerabilities (ALL vulnerabilities and ALL devices connected to the net)



Given all this, how should Internal
Audit (IA) respond to rapidly
evolving risks and threats?




| Addressing the board level discussion.

What are we trying to achieve,
and how do we measure?

Do we understand our risk?

Do we know the maturity of our capabilities?

PwC 18



Do we understand our risk?

What are we trying to protect?

Evaluating the likelihood and impact.

Understanding IT Risk Management in the context of
Enterprise Risk Management.

Summarize Risk Simply Value

Communicate strategy of the program concisely to the board.

What are our most critical assets?

What are our legal, regulatory and compliance obligations?

PwC 19



Do we know our capabilities?

Security Maturity
@ Assessments

Frameworks
And Testing @
Tools, Tools, Tools

Current and
Target State

PwC

Traditional risk assessments
do not assess whether the

information security strategy
and program is aligned with
the business strategy.

1. Profile the Program
2. Conduct Industry Benchmark
3. Score Program maturity

PwC’s ATLAS, NIST CSF, C2M2, FISMA, 800-53, etc.

Detail and process testing — both are needed.

Investment in tools does not necessarily mean a capability
has been developed.

Where are we?

Where do we want to be?

20



| 5 . .
Evolving role of IA — Measuring achievement and
strategic alignment

Evaluating Capabilities

The Evolving Role

of Internal Audit Value

Auditing Processes and Controls

Roadmap and Risk Management participation

PwC 21



IA Focus Areas

Threat and Vulnerability Management

How is cyber intelligence integrated into the vulnerability
management program?

Patch management and system hardening are highly technical yet
these capabilities should be understood and evaluated

Evaluation requires a detailed understanding of your IT
architecture

Common pitfalls

PwC

Security by obscurity is no longer relevant with operational
technology

End of life systems are improperly managed
Asset management does not support vulnerability management

Metrics are incomplete or not used at all

22



IA Focus Areas

Governance and IT Risk Management

« Strong security practices develop from mature capabilities,
grounded by documented policies and procedures

A consistent, metrics driven process to substantiate progress with
information security initiatives

« Formal IT security risk management to determine how to react
when vulnerabilities are detected

Common pitfalls

« Not prioritizing security based on the risk to the organization —
where is your sensitive data or valuable assets?

PwC
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IA can provide value in every one of these
activities.

Ensure that your cybersecurity strategy is aligned with business objectives and is
strategically funded

high-value data

g Identify your most valuable information assets, and prioritize protection of this

Understand your adversaries, including their motives, resources, and methods of
attack to help reduce the time from detect to respond

Assess cybersecurity of third parties and supply chain partners, and ensure they
adhere to your security policies and practices

Collaborate with others to increase awareness of cybersecurity threats and
response tactics

PwC 24



I . . .
For more information on cybersecurity...

pwc

[
10Minutes
on the stark realities of cybersecurity

Apen 2013

Cybersecurity is Wheabuiness snd govermnens

A changed busiess eavircament
demand r

more than an IT Economic Forum in Davos, they
hall

1. Afocus from enterprise 1o business

it'sa Out owen

irterconneced. integraed, and

1
business imperative

Truseed bosipess relaticashipn s2d

Defending yesterday
Key findings from The Global

Key findings from the 2013 US
State of Cybercrime Survey

State of Information Security*
wiowlll Survey 2014

PwC

www.pwc.com/cybersecurity

e Results of 2015 Global State of Information
Security

e Answering vou cybersecurity questions: the need
continued action

e 2013 US State of Cybercrime Survey Whitepaper

e 10Minutes on the stark realities of cybersecurity

e Cybersecurity risk on the board’s agenda

e Cyber Video Series

e A response to the President’s Cybersecurity
Executive Order

25
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