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PROTECTING YOURSELF
FROM CYBERCRIME

:

SOME STARTLING CYBERCRIME
STATISTICS

* A cyber-attack occurs every 39 seconds
» 78% of US Organizations experienced a cyber-attackin 2018

+ 23% of Americans had financial information stolen (or know someone that
has)

» 30% of Americans were affected by a data breach in 2018

» Data breaches exposed over 150 million records in 2019

* $500 billion lost globally to cybercrime (between $57-109 billion in the US)
+ $1.48 billion lost to phishing

+ $1 billion lost to catphishing
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*Phishing

NYelelelilgle

Data
Breaches

PHISHING

» Attacker creates phony emails or
Wislelelelels

* Phishing emails seem trustworthy

* Monitor and collect data provided
by victims

» Use collected data to commit fraud
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PHISHING — WHAT CAN YOU DO¢

* Do not click links/attachments in
emails you are sent (unless you're
absolutely certain the link is
legitimate)

* Double check the senders email
address.

» Prescribe company mandated
fishing awareness fraining

P PayPal
Response required.

SPOOFING

» Replicates a website in order to
dupe rubes

» Will use brand logos, interfaces,
styles and even EXTREMELY similar
domains

* Monitors and collects data
provided by victims

» Use collected data to commit fraud




Aftackers on the same network can
access everything you do while
connected.

Atftackers can reroute you to their
spoofed webpages if connected to
the same network

This can be an issue while out in
public or even at home.

SPOOFING - WI-FI

SPOOFING - WHAT CAN YOU DO¢

Verify all links and attachments

Don't access sensitive information
while connected to public Wi-Fi.

Disable Wi-Fi and Bluetooth while
not connected to a trusted
network.

Change home Wi-Fi passwords after
installation (and whenever you give
your Wi-Fi to a third party)
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DATA BREACHES

Attackers gain access to large
amounts of data from businesses

Average cost of $3.86 million

Out-of-date software can be ﬂf.

exploited p‘
Weak passwords are easy to guess "! ~
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DATA BREACHES - WHAT CAN
YOU DO¢

Raise awareness to phishing and
spoofing attacks

Keep company software up-to-date

Monitor financial records \
Back up files a \. |o

Use high-quality anti-virus software
Get off social media
Create strong passwords

fy




1/8/2021

PASSWORDS - HOW THEY WORK

Passwords aren’t stored as plaintext

Hashes are always the same length % R PR DFCD 3454 BEEA 788A 751

. Airekion 696C 24D9 7009 CA99 2D1
Atftackers will have access to the —

. The red fox cryptographic )

ok anamavoe nerosn [ R

' . The red fox cryptographic ]
Hoshos car'foc wsedorefiove 0 G
passwords

. The red fox cryptographic

Guesing cor be Jsec orecieate 5 G
and matc e hashes

The racifox cryptographic BACA D682 D588 4C75 4BF
eiRaoch hash 1799 7D88 BCF8 92B9 6As(
the blue dog function

PASSWORDS

Dictionary attacks can be
COmpleTed In SeCODdS. 123456 4£1% login 0.2%

Using only lowercase letters creates = e A
a weak password. TOP 20 1234 0.6% Chotie  02%

MOST COMMON . football 0.3% . abc123 0.2%
The longer the password the better. PASSWORDS Cqwery  03% a2 o0a%

{os a percentage of all passwords)
. 1234567890 0.3% . 123654789 0.2%

Avoid using things that are Cusiser 3% fower  02%
Commonly known ObOUT yoU. princess 0.3% password 0.2%

solo 0.2% dragon 0.1%
Avoid reusing passwords.
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HOW TO REMEMBER PASSWORDS

+ Substitute characters with special
charactersi.e. TacoTrucks becomes
T@cOTruck$

Use a favorite song. Password

“S.,d,s'ed,ous.O,n,t'shRRr

Make it something meaningful to
you. “11988msBwbalw30" 0000000000000000000000
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