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After attending this presentation, participants 
will be able to plan and perform an audit in 
the most effective and efficient manner by: 
 
  

• Identifying the professional standards relating to risk 
assessment. 

• Discussing risks and different ways to gain an understanding of 
risks 

• Utilizing the tools developed and given to participants to 
prepare a risk assessment for any type audit assigned 

• Developing an audit program based on risk assessment 
• Conduct a case study using the tools discussed by conducting 

a risk assessment on an internal audit department. 
 



About UT Dallas 
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Our OTHER Staff:  UT Dallas Internal 
Auditing Education Partnership Program 
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Callier Center 

Departmental Audit 

Parking Lena Callier Trust 

Data Centers 
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Financial 
8% 

Operational 
31% 

Compliance 
18% 

Information Technology 
24% 

Follow-up 
1% 

Continuous Monitoring 
3% 

Projects 
11% 

Fraud Project 
4% 
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History 101:  Audits & Risk 
• When was the IIA established? 

• Who is the father of modern Internal 
Auditing? 

• How long have internal auditors been around? 
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Trivia Question:   

How often is the word “Risk” used in the Standards? 



 
Performance Standard 2201:  Planning Considerations 
 
In planning the engagement, internal auditors MUST consider: 
 

• The objectives of the activity being reviewed and the means 
by which the activity controls its performance.  

  
• The significant risks to the activity, its objectives, resources, 

and operations and the means by which the potential impact 
of risk is kept to an acceptable level.   

 
• The adequacy and effectiveness of the activity's risk 

management and control systems compared to a relevant 
control framework or model.   

 
• The opportunities for making significant improvements to the 

activity's risk management and control systems. 
 



That Was Then… 
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Why Did We Change Our Process? 

 Inefficiencies, budget overages 
 Turnover 
 Students 
 Ineffectiveness of research on audit entity 
 Presentations to CAE 

 Risks were ranked as high when were really low – and low when 
they were really high!  

 Team didn’t know the answers to basic questions 

 Were the “old” auditors getting bored and just not thinking 
anymore? 

 Using prior audit risk matrices 
 Risk Assessment did not effectively tie to the Audit 

Program 
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In accordance with IIA Standards, internal auditors must consider the 
significant risks to the activity, its objectives, resources, and operations and 
the means by which the potential impact of risk is kept to an acceptable 
level.   The adequacy and effectiveness of the activity's governance, risk 
management, and control processes should be considered.  
 

Internal auditors must evaluate risk exposures relating to the governance, 
operations, and information systems regarding the: 
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1. Achievement of the strategic objectives 
2. Reliability and integrity of financial and 

operational information 
3. Effectiveness and efficiency of operations 

and programs 
4. Safeguarding of assets 
5. Compliance with laws, regulations, 

policies, procedures, and contracts 
 



Risk Assessment Process – 
Individual Audits 



Step 1:  List Risks 
1. Complete the gaining an understanding portion of the 

planning audit program. 
2. Identify the risks of the activity being audited using the 

information gathered during the gaining an understanding 
portion of the planning audit program. 

3. Brainstorm with the audit staff to determine potential risks. 
4. Review the ACUA risk dictionary at www.acua.org for 

additional risks that may have not been considered. 
5. Determine the significance of each risk to the function, 

process, or activity in terms of potential impact and 
probability of occurrence.  Note dropdown menus for levels 
of risk, but auditor will have to add red/yellow/green 
highlights. 
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Office of Audit & Compliance 



Good planning and risk assessment are the 

keys to the maze! 



Step 2:  Risk Matrix 

1. Consolidate these risks by homogeneous risk areas (e.g., human 
resources, environmental health and safety, fiscal  management, etc.), 
then review and/or reprioritize the risk list to produce a prioritized list 
for each homogenous risk area.  Note dropdown menus, and auditor will 
have to add highlights for red/yellow/green.  Also note that impact is 
listed first, then probability. 

2. Determine those risks that have the greatest impact upon the activity 
being audited, typically the red and yellow risks. 

3. Determine the controls that are in place, and prepare the audit program 
to test the controls. 

4. Prepare a list of weaknesses, hyperlinked to issues, for any significant 
risks that have no controls. 

5. In most cases, if an issue is noted, you will not need to perform further 
testing.  However, in some cases you may wish to perform additional 
work to provide documentation for your finding and recommendation.   

18 



19 



 Step 3:  Prepare Audit Program 

• Prepare an audit program based on the risk 
matrix above, focusing on red and possibly 
yellow risks.   

• If green risks are tested, explain why.  In some 
cases, green risks may need to be tested, 
based on management request, auditor 
judgment, etc.   
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Are we there yet? 
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And the password is… 

http://www.utdallas.edu/audit-compliance/about_us/  



Contact Info 

Toni Stephens, CPA, CIA, 

CRMA 

Executive Director of Audit & 

 Compliance, UT Dallas 

tstephens@utdallas.edu 

972-883-4876 
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