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   “Enterprise Risk Management is a process, 
effected by an entity’s board of directors, 
management and other personnel, applied in 
strategy setting and across the enterprise, 
designed to identify potential events that may 
affect the entity, and manage risks to be 
within its risk appetite, to provide reasonable 
assurance regarding the achievement of the 
entity objectives” 



     The Framework notes that this definition incorporates several fundamental 
concepts upon which ERM is based. Among the fundamental concepts are: 

• A process – ERM is not one single action or activity but rather a series of 
actions. 

• Effected by people – ERM process is effected by and affects people’s 
actions. 

• Applies to strategy setting – Allows management to consider risks relative 
to alternative strategies. 

• Considers risk appetite – The amount of risk an entity will accept in pursuit 
of values. 

• Provides reasonable assurance – Assists in determining if a company can 
achieve its objectives. 
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Risk Management Session 

The focus of risk management:  

The negative consequences of decision-
making. 



THE RISK MANAGEMENT PROCESS 

1. Risk Analysis 
2. Risk Measurement/Evaluation 
3. Risk Reduction via(a) avoidance and/or(b) 

prevention 
4. Loss Reduction 
5. Risk Transfer 
6. Risk Retention 

Prof. Evans’ Enterprise Risk Management Session #1 
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Loss Severity Levels 
I. Minimal – Slight Impact 
II. Ordinary – Business Risk 
III. Material – Requires disclosure to board 

executive committee 



    Ericsson unlike 
Nokia, it didn’t 
have other 
suppliers of the 
same chips. 



Crisis  
    A TIME OF GREAT DANGER WHOSE OUT 

COME DETERMINES WHETHER BAD 
CONSEQUENCES WILL FOLLOW 



• If there is a possibility of loss, assume it will 
occur. 
 

• How will you handle such an event? 



Enterprise Risk Management Professor Evans 
Interim Exam Bonus Opportunities 

Directions: 
Check the most applicable column for each: 

Identifying Risk Control Solutions 
Risk Exposure Solution Main Purpose to Prevent Loss Loss Control is Main Purpose 

Firewall between two sections of a 
single building 

V 

Sprinklers V 

Manufacturing plants sited away from 
hurricane prone locations 

V 

Rock roof warehouse V 

Compulsory wearing of hard hats at 
construction site 

V 
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BANK INFO SECURITY® 
Heartland Data Breach Update: Now More Than 330 Institutions Impacted 
Bermuda, Canada and Guam Now Report Effects from Breach 
Linda McGlasson, Managing Editor February 12, 2009 
 

 

If your institution has been affected in the Heartland breach and you are not on this list, please send an email to 
editor@bankinfosecurity.com. Include your name, email, and a phone number where you may be contacted for 
verification. 
 

Following is the latest up-to-date list of institutions impacted by the Heartland breach: 

•Acadian Federal Credit Union, Fort Kent, ME;  
•Adams Bank & Trust, Grant, NE; (15) 
•Alabama State Employees Credit Union, Montgomery, AL (4,097)  
•Alerus Financial, Grand Forks, ND;  
•Alpine Bank, Aspen, CO (3,500);  
•Alva State Bank, Alva, OK;  
•Amboy Bank, Old Bridge, NJ;  
•American Bank Montana, Bozeman, MT;  
•American National Bank, Denver, CO (2,500); 
• American Riviera Bank, Santa Barbara, CA;  
•Apple Valley Bank, Cheshire, CT (100);  
•Arizona State Credit Union, Phoenix, AZ  
•Arkansas County Bank, Stuttgart, AR;  
•Arvest Bank, Mountain Home, AR;  
•Association of Vermont Credit Unions, VT (6,000);  
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